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ABSTRACT

This paper proposes a self-checking Cell Logic Block
(CLB) that can be used as building block for on-line
testable FPGAs. The proposed cell consists, basically,
of a 4 input Look-Up-Table (LUT} and a D Flip-Flop.
The CLB is designed wusing pass-transistor-based
mudtiplexers, either to select the ouiput of the 4-input
LUT, or to select signals from other CLBs. The
proposed CLB architecture Is characterized by a
simple circuit fo detect incorrect logic voltage levels
due to stuck-close and stuck-open faults and by a
sensor to test anomalous dissipated currents. In this
way, the proposed CLB allows on-line defection of any
single transistor fault.

1. INTRODUCTION

Currently FPGAs are widely used for rapid prototyping
and for the realization of low cost complex systems.
Moxreover, their reprogrammability feature can be
extremely useful in case of faults. The modular
structure of the FPGA allows reprograming the device
replacing the faulty block with a spare one, once a fault
is detected.

This feature assures a high degree of fault tolerance,
also in extremely hostile environments such as space or
radioactive ones.

Commercial FPGAs have facilities that allow fully
testing before the programming phase. Implementation
of the off-line testing during the normal working is
possible as well using these facilities.

However, due to the pervasive use of electronic dcv1ces
in critical applications, there is a growing interest for
systems with on-line testing capabilities. On-line test is
the only way for detecting transient faults, as well as
the dynamic or the intermittent ones [12]

Permanent and transient faults can be detected on-line
only using complex testing techniques ([1],[2],[3]),- In
principle, it is possible to detect the presence of a fault
during normal operation monitoring suitable coded
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outputs. Thes¢ methods detect a fault in a group of
CLBs programmed to realize a self-checking
circuit [11], but a diagnosis routine must be used to
exactly localise the faulty block.

The main drawbacks of these techniques are the
necessity to implement complex self-checking circuits,
and the downtime caused by the diagnosis routine.

An on-line testable FPGA formed by self-checking
CLB can be used to avoid these problems. In literature
self-checking CLB based on two-rail multiplexer have
been proposed ([4).[5],[6]).

In this paper we propose a new self-checking CLB
based on the detection of faulty intermediate voltages
or anomalous currents.

The paper is organized as follows. In Section 2 the
architecture of the CLB is described, while in Section 3
the differences between normal and faulty behaviors
are analyzed in detail. In Section 4 the performance in
terms of area overhead and speed are presented and
compared, while the conclusions are drawn in Section
5.
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Fig. 1: Proposed CLB Architecture
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Fig. 2: Pass-transistor scheme of a 4-input multiplexer

2. SELF-CHECKING CELL LOGIC
BLOCK ARCHITECTURE

The proposed CLB architecture is shown in Fig.1: The
CLB is composed by a 16 X 1 SRAM storing the
programming bits of the LUT and by a 16 X 1
multiplexer to select the output implementing the
function F(11,12,13,14). The output of MUXI6
{combinatorial function) can be directly connected to
the interconnect network, or can be stored in the
D-Flip-Fiop. The 2 input multiplexer MUX 2 sclects
which output is given as the CLB output. The 4-input
multiplexers MUX4 are used to select the
interconnections between the various CLBs. The
programming bits used as select bits of the multiplexer
are stored in another SRAM. Since routing is not in the
scope of this paper, in Fig.1 we have just introduced
the minimum resources for covering this aspect.
Modifying the number of the multiplexers or the
number of select bits, major routing resources can be
supported. The resources of this CLB are of two types:
the memory e¢lements (D-FF and SRAM) and
multiplexers. In this work we propose two different
modalities to check the presence of faults of those
components. For the memory elements we use a Built
In Current Sensor (BICS) similar to that proposed in
[7]. The Gnd and the Vec nodes of the memory
elements are connected to the nodes of the BICS sensor
to detect anomalous dissipated current. Although
various BICS sensors have been proposed in the
literature {e.g. [8], [9]), we use the conservative scheme
proposed in [7] because it uses a limited number of
transistors. For the multiplexers in the CLB we use the
scheme described in paper [10]. Fig. 2 shows how to
check a 4 jnput multiplexer by adding two inverters
(M17/M18 and M19/M20) to its output {out).

The transistors used in the inverter are characterized by
different aspect ratios to achieve different voltage

thresholds. In the following, we call Vq; and Vy the
two different thresholds. If the owt node is at an
intermediate voltage the outputs e/ and e2 present
different voltage levels values, otherwise el and e2 are
at the same level.

Vous E1 €.
GND<V, <V Voo Voo
Vi<Veu<Vy Vop GND
V<V ouw<Vop GND GND

Tab. 1: Qutput of inverters M17/M18 and M19/M20

Table 1 shows the levels of the el and e2 outputs with
respect to the out voltage. In the presence of faults, this
simple circuit produces intermediate voltages allowing
fault detection [10]. We extend this circuit using an
additional transistor (nMOS M21 in Fig.2) with
VG=VDD and Vs=Vi¢ being Vi< Vier <V, If a stuck
open fault occurs, this transistor pushes the output of
the multiplexer toward V.. Finally, the self-checking
cell uses an error controller to evaluate the presence of
faults. The input of the error controller gets the outputs
el and e2 of the multiplexer, and the el and e2 of the
BICS, while the output is two-rail coded. In absence of
faults, the outputs e/ and e2 can assume the values 11
or 00, so the input configuration to the error controller
is characterized always by a even parity. If an error
occurs the multiplexer cutput pair shall assume the
values 01 or 10, so the input word presents an odd
parity. A parity checker can be used to implement the
error controller. In our implementation we used a xor
tree to sum modudo 2 the el inputs and another xor tree
to sum module 2 the e2 inputs. The outputs of the
parity checker are 00 or 11, if no error occurs, 01 or 10
otherwise. It is casy to demonstrate that this
implementation is totally self-checking.
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3. SELF-CHECKING CELL LOGIC
BLOCK BEHAVIOR

The behavior of the Self-Checking Cell in absence of
faults is quite simple. The programming bits select the
routing configurations and set the combinatonal or
sequential behavior of the cell. The selected inputs
11-14 allow to select an output of the 16 X 1 SRAM
realizing the function F(I1,12,13,14). In the following,
we describe the behavior in presence of faults.
The BICS sensor detects the faults in the memory
elements (the D-FF and the 16 X 1 SRAM where the
programming bits are stored). So an error signal is
given to the error control circuit. The faults in the
multiplexer can by divided in stuck-close and stuck-
open transistor faults.
Let us suppose that a stuck-close fault occurs in a pass-
transistor of the multiplexer. The fault gives erroneous
outputs under the following conditions:

1. the input line that drives the faulty transistor

is not selected
2. the faulty transistor form a path from its input
line to the selected ones

3. the value of the two input line are different.
For example, if the M12 transistor is stuck-close the
fault is activated when the line I1 is selected, and the
value 10 and 11 are | and 0, respectively. In this case
the voltage value at the output node is:

Vou = Ry12/(Raio Rvs* R 2) Voo

Where Ry, is the resistance of the transistor named Mn.
With suitable values of the transistor ratic W/L the
output value is V1<V, <V, so the output ¢/ and e2
are different. In Fig. 3 the waveforms in the case of a
stuck-close fault in a pass-transistor are shown. The
transistor aspect ratio for the nMOS and the pMOS are
W/L=2.0um/0.25um and 4.5um/0.25um, respectively.
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Fig. 3: Output wavet‘orms with 2 stuck-close
transistor
Now, let us suppose a stuck-open fault occurring in a
pass-transistor of the multiplexer. The fault is activated
when the input line that pushes the faulty transistor is
selected. The M21 transistor drives the output node

toward the value Vi If V<V, <Vr, the output ef
and e2 are different, so the fault is detected. In Fig. 4
simulation results ar¢ shown when V. =Vpp/2,

If a fault occurs in the inverters M1/M2 or M3/M4 the
effects are similar to those described above in case of a
stuck-close in a pass transistor. In fact, a fault in the
inverter forces the output toward the same value of the
input.

So, two transistors of the same kind (p or n) in the
multiplexer are on in two different pass-transistors. In
this case, if the inputs of the pass-transistors are
different, V, is set at an intermediate voltage value.
Finally, a fault in the inverters MI17/M18 and
M19/M20 is detected, because it forces the outputs e/,
e2 toward the value 01 or 10.
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Fig. 4: Qutput waveforms with a stuck-open
transistor

4, SIMULATION RESULTS

In this section the performance of our Self-Checking
Cell with respect to a cell without fault tolerance
capabilities is compared. The cell has been simulated
using a 0.25um CMOS technology file. SPICE
simulations were carried out to estimate the speed of
the propesed solution, In Fig. 5 are shown the output
Vo for the Self-Checking Cell (dashed line) and for a
standard multiplexer with the same transistor aspect
ratio,

R - R Y

Fig, 5: Output waveforms for the Self-Checking
Cell and the normal one
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The transistor aspect ratio for the nMOS M21 is set to
W/L = 0.9um/0.25um, obtaining a Vi, = 10% Vppand
Veax = 90% Vpp. The value of Vpp used in the
simulation is 2.5V. The simulation results show a good
speed behavior of the modified maultiplexer with
respect to the normal one.

The arca overhead is computed considering the number
of transistors necessary for the realization of 2 normal
cel! and the proposed self-checking cell. We assume
that the area of the CLB is proportional to the number
of transistors; In fact the various kind of transistors
used in the CLB have similar dimensions.

The needed resources in terms of memory elements are
equal to twenty-six bits to configure the logic block (16
SRAM cell for the LUT, 10 SRAM cell te configure
the mux and the D-FF and a D-FF) each one has been
implemented by using a 6 transistors cell. The number
of transistors for the input multiplexers depends on the
number of inputs. 1t's easy to demonstrate that, if the
number of inputs is 2", the number of transistors is N =
2n + 2°'% —4 for the normal multiplexer, N = 2n + 2™
+1, for the Self Checking one.

The error contreller can be realized by using two 7
inputs XOR trees. If we realize the XOR as shown in
Fig. 6 the number of transistor for the error controller
can be easily evaluated. In fact, we have 6 XOR for
every XOR tree. The required 12 XOR can be realized
by 48 transistors.
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Fig. 6: XOR scheme for the two-rail parity checker

Consequently the total area overhead is 32%. The
results are summarized in Tab. 2.

Normai cell - SC Cell
Element HEL | #T1 | Tot | #El | #Tr | Tot
2-input mux 1 6 6 1 11 13
4-input mux 4 16 | 64 | 4 21 | 84

16-input mux 1 68 | 68 1 73173
Mem. element 27 6 | 1621 27 6 162

BICS - - - 1 18 I8
Err. Controller - - - 1 48 | 48
Tot. 300 396
Tab. 2: Transistor count for the normatl Cell and
the Self-checking one

5. CONCLUSIONS

We have developed a logic cell with built-in
self-checking features. This cetl can be used as
building block for on-line testable FPGAs. The major
feature of the proposed cell is its capability to detect a
single fault (stuck-at-0/1 or transistor stuck-open/close}
during normal operations. A simple circuit for
detection of stuck-open/close faults is proposed;
simulation results confirm the effectiveness of this
circuit in terms of speed and area overhead.
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