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Abstract— In this paper the problem of error detection in

elliptic curve point multiplication is faced. Elliptic Curve Point

Multiplication is often used to design cryptographic algorithms

that use fewer bits than other methods with the same security

level. One of the mode used to break the security of cryptosystem

is the injection of a fault in the hardware realizing the crypto-

graphic algorithm. Therefore, to avoid this kind of attack, is

very important to develop cryptosystems that are able to detect

errors induced by a fault. The paper takes into account the

algorithm for elliptic Curve Point Multiplication based on a

sequence of additions called ”addition chain” and shows how

suitable modifications of the algorithms used for computing the

point multiplication adds the error detection property to the

algorithm.

I. INTRODUCTION

Elliptic Curve Point Multiplication (ECC) is often used

to design cryptographic algorithms that use fewer bits than

other methods with the same security level. Because the crypt-

analysis applied to the Elliptic Curve Cryptography (ECC)

is unfeasible, a realistic attack to a cryptosystem must take

into account the information extracted from the physical

implementation of the cryptosystem. The injection of fault can

be used to discover the secret key, as originally proposed in

[1] and [2].

To face the use of fault attack, ECC systems with self-

checking or error detection properties have been proposed.

The work in [3] is on an ECC based on a finite field Fp and

use parity-preserving circuits [4] to detect errors inside the

modular operations on Fp implemented by using a redundant

binary encoding. Instead, [5] and [6] face this problem for

a finite field of type F2n . All these methods are focused

on the detection of faults in the single operation performed

on the finite field. Instead, our method does not operate at

the level of the operation on the finite field, but at level of

the addition operation between points on the elliptic curve.

This characteristic of our method allows implementing its

in both hardware and software with very few modifications.

The algorithm taken into account is based on the Euclidean

Addition Chains (EAC) and has been proposed in [7] to

compute the elliptic curve point multiplication. This algorithm

is proposed in [7] to avoiding a side channel attack based on

the power consumption analysis. Our modification provides

also robustness against fault attacks.

II. ECC BACKGROUND

An elliptic curve over a finite field Fp (where p is a large

prime number) is formed by the set of points (x, y) satisfying

the Weierstrass equation

E : y2 = x3 + ax + b (1)

with x, y, a and b ∈ Fp and 4a3 +27b2 �≡ 0 (mod p). Adding

the point at infinity ∞ the set E forms an additive group with

∞ as the neutral element and the opposite of P1 is −P1 =
(x1,−y1).

Given two points on the curve P1 = (x1, y1) and P2 =
(x2, y2) the addition between P1 and P2 is the point P3 =
(x3, y3), with x3 and y3 defined by the following equations:

x3 = λ2 − (x1 + x2), y3 = λ(x1 − x3) − y1 (2)

where λ =

⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩

y2 − y1

x2 − x1

, if P1 �= ±P2

3x2

1
+ a

2y1

, if P1 = P2

The point scalar multiplication is defined as:

E × Z , → E(P, k) → Q = [k]P = P + P + · · · + P + P︸ ︷︷ ︸
k times

(3)

III. POINT MULTIPLICATION BY MEANS OF EUCLIDEAN

ADDITION CHAIN

One of the methods proposed to compute the multiplication

presented in equation (3) is based on the Euclidean Addition

Chain [7]. An introduction to this method to speed up multi-

plications is given by Knuth in [8]. An addition chain for k

is a list of positive integers

a1 = 1, a2, . . . , al = k,

such that for each i > 1, there is some i1 and i2 with 1 ≤
i1 ≤ i2 < i and ai = ai1 + ai2 . A short addition chain for

k gives a fast algorithm for computing [k]P by computing

a2P , a3P , . . . alP . A simplification of the algorithm that use

the addition chain can be done restricting the value that can

assume i1 and i2 for each i. The euclidean restriction fixes the

index i1 = i − 1 and the index i2 = i − 2 or i2 = j, where
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j is the value of i2 in the previous iteration. Therefore, the

definition of the Euclidean addition chain (EAC) is as follows:

given the sequence (a1 = 1, a2 = 2, . . . , al = k) (∀i > 2)
ai = ai−1 + ai−2 (big step) or ai = ai−1 + aj (small step),

where j satisfies the following relation: ai−1 = ai−2 + aj .

If the value of ai is the sum of the two biggest available

numbers the sum is called a ”big step”, otherwise the

sum is called a ”small step”. An example of an EAC is the

following sequence: (1, 2, 3, 4, 7, 11, 18, 29, 40). Therefore, to

compute Q = 40P we compute the following seven additions:

Example 1: computing Q = 40P

1: 3P ← 2P + P

2: 4P ← 3P + P

3: 7P ← 4P + 3P

4: 11P ← 7P + 4P

5: 18P ← 11P + 7P

6: 29P ← 18P + 11P

7: 40P ← 29P + 11P

For an EAC we can define a binary sequence

c = (c1, c2, . . . , cl) in which ci = 1 if ai is a big step,

0 if ai is a small step. Now, we present the algorithm for

point multiplication by using an EAC.

Algorithm 1: Point multiplication with EAC

Input: P , [2]P , and the binary sequence representing the

EAC (1, 2, a3, a4, . . . al = k)
Output: Q = [k]P .

1: U1 ← 2[P ], U2 ← P

2: for i = 3 to l do

3: U1 ← U1 + U2

4: if ci = 1 then

5: U2 ← U1

6: else

7: U2 ← U2

8: end if

9: end for

10: return U1

IV. ERROR DETECTION IN THE EUCLIDEAN ADDITION

CHAIN BASED MULTIPLICATION

Now, we describe how to modify the EAC Based Multipli-

cation to detect an error in the computation of the intermediate

results. The method is composed by two parts:

1) a modification of the algorithm that computes also the

difference between two points on the curve,

2) an algorithm that computes both the addition and the

subtraction of two points on the curve.

Therefore, this section is divided in two parts. In the former

we describe the modification of the algorithm for EAC based

multiplication, in the latter we show the addition/subtraction

procedure.

A. Modified Algorithm

To explain how our method works we see in detail how the

values of the EAC are stored and discarded into the variables

U1 and U2. If at the step i the algorithm performs a big step,

the results of U1(i) and U2(i) are:

U1(i) = U1(i − 1) + U2(i − 1)
U2(i) = U1(i − 1)

and the value stored in U2(i−1) before the execution of line 4

of the algorithm is discarded, while the value stored in U1(i−
1) is saved. Instead, if the first step is a small step is discarded.

The old value stored in U1(i − 1) and is preserved the value

in U2(i − 1). The difference between U1(i) and U2(i) is:

UD(i) = U1(i)−U2(i) = U1(i− 1) + U2(i− 1)−U2(i) (4)

Because U2(i) is one of the two value U1(i−1) or U2(i−1)
the difference UD can be only the other value of the couple

U2(i − 1) and U1(i − 1). Therefore, the difference between

U1(i) or U2(i) can be used to check if an error is occurred

in the algorithm. We modify Algorithm 1 computing also the

difference UD and storing as a check value the value of U1

or U2 that is discarded in the original algorithm. Moreover,

we add two addition/subtraction steps to check also the last

two values of the addition chain. The algorithm is presented

in Algorithm 2.

Also the modified algorithm presents the same “power

balanced” behavior independently by the value of the elements

of the binary sequence c representing the EAC, and therefore

presents the same robustness with respect to a SPA attack[7].

We applied the modified algorithm to the addition chain of

example 1 to show how out method works. The results are

presented in Table I, in which, for each step of algorithm 2

the values of U1, U2, UD and UC are shown.

step U1 U2 UD UC

1 2P P − P

2 3P P P 2P

3 4P 3P 2P P

4 7P 4P P 3P

5 11P 7P 3P 4P

6 18P 11P 4P 7P

7 29P 11P 7P 18P

8 40P 11P 18P 29P

9 51P 11P 29P 40P

10 62P 11P 40P 51P

TABLE I

COMPUTING Q = 40P WITH ERROR DETECTION

The last two rows of the table are used only to check if the

two last values (29P and 40P ) are corrects. The overhead of

the algorithm presented here is due to:

1) the computation of UD, the storing of UC and the

equality checking of UC and UD.

2) the two additional steps performed at the end of the loop.

We notice that for a 160-bit encryption usually the EAC have a

length of 320 bits or more. Therefore, the two steps performed
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Algorithm 2: Modified Point multiplication with EAC

Input: P , [2]P , and the binary sequence representing the

EAC (1, 2, a3, a4, . . . al = k)
Output: Q = [k]P , Error detection.

1: U1 ← 2[P ], U2 ← P , UC ← P

2: for i = 3 to l do

3: U1 ← U1 + U2, UD ← U1 − U2

4: if UD �= UC then

5: return Q = 0, error=1

6: end if

7: if ci = 1 then

8: U2 ← U1, UC ← U2

9: else

10: U2 ← U2, UC ← U1

11: end if

12: end for

13: Q ← U1

{the following steps check the last two results of the

EAC}
14: U1 ← U1 + U2, UD ← U1 − U2

15: if UD �= UC then

16: return Q = 0, error=1

17: end if

18: U2 ← U2, UC ← U1, U1 ← U1 + U2, UD ← U1 − U2

19: if UD �= UC then

20: return Q = 0, error=1

21: end if

22: U2 ← U2, UC ← U1

23: return Q, error=0

at the end of the loop have a negligible impact on the algorithm

performance. Instead, the computation of UD can be very

time-consuming. In the next subsection, we will show that the

computation of UC and UD can be done with a few efforts.

B. Addition/Subtraction in Elliptic Curve over Fp

The addition formula for two points P1 and P2 on the curve

is presented in equation (2). The computation of the result

requires one field inversion (I), four field multiplications (3M)

and four additions (5A). The overall computation of the point

addition requires I+3M+5A. The inversion operation is the

more expensive task that must be performed to add two points.

Now, the subtraction of two points P1 and P2 can be performed

as the sum of P1 with the opposite (−P2) of P2. If the curve

is defined over Fp, the opposite of P2 = (x2, y2) is simply

−P2 = (x2,−y2). The computation of (x2 − x1)
−1, needed

to compute λ is therefore the same used for the addition of

the two point. Performing both the addition and subtraction of

the two points we can share the value of (x2 − x1)
−1, (and

the value of x1 + x2) saving one inversion (and one addition)

in the count of needed operations. The count of operations for

computing P1 ± P2 is I+6M+7A.

V. FAULT EFFECTS AND ERROR DETECTION IN THE

MODIFIED POINT MULTIPLICATION WITH EAC ALGORITHM

To describe how a fault can modifies the behavior of the

presented algorithm we suppose that a fault can change the

result of an elementary operation performed on the ground

field Fp in an arbitrary way. The choice of this ”arithmetic

level” fault models allows an abstraction from the implemen-

tation of the algorithm and describes in a more general way

how our modified algorithm works.

The first error we take into account is an error providing as

output a value that is not a point on the curve E. Our method

detects this kind of error. In fact, if a point that is not on the

curve E is ”added” to a point out of the curve the result is out

of the curve. Therefore, when it is compared with a previous

value the equality does not hold, and the error is detected.

Now, let us suppose that an error changes the result of an

operation from a point P ∈ E to another point P ′ ∈ E. If this

error occurs in computing UD = U1−U2 (line 6 of Algorithm

3) it is immediately detected by line 7. Instead, if the error

affects line 5 (U1 = U1 +U2 is changed in Ũ1 = U1 +U2 +e)

at the next iteration step UD is computed as UD = Ũ1−U2 =
U1 + U2 + e−U2 = U1 + e �= UC and it is detected in line 7.

VI. CONCLUSIONS

This paper discusses how to modify the Euclidean Addi-

tion Chain algorithm used for point multiplication in Elliptic

Curve Cryptography to obtain the detection of errors in the

algorithm computation. The modification introduced in the

algorithm do not limit its characteristics in terms of balanced

power consumption and therefore maintains its robustness with

respect to a SPA attack. The introduced modifications require

a computational overhead that is negligible with respect to

the computation time of the original point multiplication

algorithm.
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